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Administrative Secret Documents and Their Impact on Information
Security: A Case Study of Al-Mustansiriya University

Asst. Lect. Ahlam Jabar Qasim
Department of Information and Knowledge Technology, College of Arts, Al-
Mustansiriya University

Abstract

This research aims to identify the types of incoming and outgoing administrative secret
documents in the departments and units of Al-Mustansiriya University and its administrative
structures. It also explores the methods used to protect these documents from information piracy
to which they are exposed. The research relied on a statistical (analytical) approach to collect
data through a paper questionnaire, which was distributed to a sample of 60 individuals, with 40
employees responding. The data collection focused on identifying the nature of the information,
testing its reliability, and conducting interviews with the heads of departments and observing the
records and activities carried out by these departments. The study extracted the arithmetic mean,
standard deviation, and coefficient of variation to achieve the research objectives and verify the
hypotheses.

The research reached several conclusions, the most important of which are:

1. The institution provides organized records that fully document the incoming and
outgoing administrative secret documents, which enhances security and confidentiality
within the institution.

2. The institution grants administrative authorization to employees who handle secret
documents, thus improving security levels and specifying who is authorized to access
sensitive information.

The research also suggested several recommendations, including:

1. Establishing an electronic records management system to ensure the precise and
organized registration and storage of data related to secret documents. The system should
feature quick search and retrieval capabilities and assign clear responsibilities to all
individuals dealing with secret documents. There should also be a mechanism for regular
review and auditing of the records to ensure compliance.

2. Setting clear standards and specific conditions for granting administrative authorization,
including security requirements, experience, and training. This should be done through an
acknowledgment form signed by employees and workers in these sensitive and important
departments.

Keywords: Documents, Administrative Secret Documents, Information Security, Al-
Mustansiriya University.
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